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This document takes into account that you already have SCCM with WSUS installed and the SUP working. If you need assistance with Patch Management , see the SCCM Installation and setup documentation. 
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The first thing you will need to do is create search folders. I’ve created search folders at the central site to make it easier for Admin running child sites. If you need to create a report by year you could just use one of the searches I have created. I also created a search folder that will only show the present month’s patches. All of the search folders that I created include only patches that have not been superseded or expired.

Note: If you are doing this on a new site you can create a new folder to categorize your searches. At the Commonwealth of Pennsylvania I have created an Enterprise Searches folder and an Agency Searches folder. This allows me to keep all of my searches under the enterprise level and child agencies to keep their search folders in their folder.
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Create a New Search Folder for a specific year
1. Right click the folder that you created under search folders and choose New Search Folder

2. In “Step 1: Select object properties to search” Choose the following

a. Bulletin ID

b. Expired

c. [image: image16.jpg]Step 1: Select object properties o search

O article 10
Buletin ID

O Bundle Update
O custom Severity

0 ute Relesed &

tep 2: Edit the praperty's search crteria (clck an underlned valuz)

Bulletin I 1502
Expired o

Superseded o

Step 3: Specy search options

IV Search allfolders under this feature

Step #: Enter a name for the search folder

[eonz parches

ol | b

¥




Superseded

3. In “Step 2: Edit the property’s search criteria”

a. Bulletin ID

i. Set this to MS0{year} example:MS02

b. Expired 

i. Set this to NO

c. Superseded

i. Set this to NO

4. In “Step3: Specify search option” put a check in “Search all folders under this feature”

5. In Step 4: Enter a name for the search folder 

a. Name the folder

6. Click OK
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Create a New Search Folder for New Monthly Releases
1. Right click the folder that you created under search folders and choose New Search Folder

2. In “Step 1: Select object properties to search” Choose the following:

a. Bulletin ID

b. Date Released

c. Date Revised

d. Expired

e. Superseded

3. In “Step 2: Edit the property’s search criteria”
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Bulletin ID

i. Set this to “MS”
b. Date Released

ii. Set this to “Last 1 month”

c. Date Revised

iii. Set this to “Last 1 month”

d. Expired 

iv. Set this to NO

e. Superseded

v. Set this to NO

4. In “Step3: Specify search option” put a check in “Search all folders under this feature”

5. In Step 4: Enter a name for the search folder 

a. Name the folder “Monthly Updates”

6. Click OK

Note: There are many other searches you can create. Change around the search criteria until you get what you want. You can search by OS and search by hot fix, bulletin or even driver.

Creating a Deployment Template
SCCM has improved the patch deployment experience by using deployment templates. This allows you to create a deployment standard and unlike ITMU from SMS 2003 you only have to do these steps once, then each month you can reuse the template.
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Create a standard template

1. First Create a blank collection  and call it:

a. Blank for Staging

i. Do not put anything in this collection

2. Right Click Deployment Templates and choose 
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New Deployment Template

3. This will begin the Template Wizard

a. First enter a name for the Template

i. Click next

b. Next Select the collection
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Blank for Staging

ii. Click Next

c. Next is the Display time setting

i. Choose “Suppress Display Notifications on Client.”

ii. Change the time to “Client Local Time”

iii. Change Duration to 1 days

d. Next is the Restart Settings
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Choose which devises you do NOT want rebooted.

1. Presently we are suppressing both types and sending a reboot later so we can patch during the day and reboot at night.

2. Make sure you do NOT have a check in the “Allow system to restart outside of maintenance windows”
Note: This is for a standard template you could create an emergency patch push that forces reboots and bypasses maintenance windows to get your network patched in a hurry.
e. Next is Event Generation
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Presently we are not using MOM so these switches can be disabled. 
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Note: If you need to turn these on in the future I will explain that in the section for editing your template.

f. Next is the Download Settings

i. Make sure that you choose download for both settings.
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Note: SCCM will always download the patches before installation to prevent the system from being corrupted if the network goes down during the installation.

g. Next is the  SMS 2003 Setting

i. Unless you have an SMS 2003 child site leave this blank and click next.

Note: Nobody in the Commonwealth Of Pennsylvania should have an SMS 2003 child site
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h. Next is the Summary

i. Click Next

i. Next is the Progress it should go straight to the confirmation.
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Now that this template is created you will not need to go though these steps for future deployments, unless you decide to create additional templates. Since SCCM uses WSUS, when you create a distribution package it only downloads the patches that are needed by the system. Even if you have 600+ patches and over 1 gb worth of patches, only the needed bits will be downloaded. Unless your machine has never been patched the download should be small and as long as you have bits enabled you should be able to trickle out your patches and not affect the network.

Creating a Patch List and Deploying Software Updates
Next we need to create a Patch List. At the central site I only create lists for reporting. At the child sites you will want to create a patch list and create a package for deployment. This will also create the Deployment Management task. 
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1. Select the Search Folder that contains the patches that you want to deploy. 

a. I found that the best way to create this initial list is to use a search folder that contains all of the Microsoft current patches. Here is a screen shot of my criteria.

2. When you click on the search folder you will notice all of the patches have a green arrow. This means that they are current patches. 

a. Select all of the patches in the list
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You will need to click on the top patch then scroll to the bottom of the list and hold the shift key to select the whole list.

b. Right click the selected patches and choose  Deploy Software Updates

i. You may get a UAE agreement choose yes
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This will start the Deployment Wizard:

a. General: Enter a name

i. All Approved Microsoft Patches
b. Select the Deployment template you created earlier or you can choose to create a new one. 
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Create a new deployment package

i. Name is: All Approved Microsoft Patches

ii. Enter a description if needed
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Enter the package source

1. \\Servername\Share
Note: Make sure that the share security is set to full control for everyone so that SCCM can publish the patches to the server. Otherwise the download will fail. 

iv. Choose Send Priority
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Put a check in “Enable Binary Differential replication”

Note: Binary replication will allow you to update is package next month with the newest patches and will help save bandwidth when updating the DP’s
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vi. Click next
vii. Choose your DP’s 
viii. click next
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Choose to download software updates from the internet 
x. click next
xi. Choose the languages that need to be downloaded.

xii. Set Your Schedule for when the software updates will be available to “As soon as Possible 
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Choose : Do not set a deadline for software update installation.
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Note: These settings can be changed later but since we will be using this package every month for normal patch deployment we don’t want to have a deadline now. But you will need a deadline once you start the deployment or the patches will never install unless you manually execute them.
xiv. On the Summary Page click next

xv. Next you will see a progress page that will remain until all patches are downloaded

xvi. Lastly you will see a Confirmation page. 
xvii. Click finished.
Note: After completing this task you will have the following
· Update list

· Deployment Management task

· Deployment package

Creating a Patch List
In some cases you will want to create a patch list just for reporting. I do this on the central site. This way I can monitor all the approved Microsoft patches without actually deploying the patches. We do this so the agencies have the power to deploy patches during their respected windows, but we are still able to access their progress.
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1. Select the Search Folder that contains the patches that you want to deploy. 

a. I have found that the best way to create this initial list is to use a search folder that contains all of the Microsoft current patches. Here is a screen shot of my criteria.

2. When you click on the search folder you will notice all of the patches now have a green arrow. This means that they are current patches. 
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Select all of the patches in the list

i. You will need to click on the top patch then scroll to the bottom of the list and hold the shift key to select the whole list.

ii. Right click the selected patches and choose  “Update List”
iii. Choose “Create a new Update list”
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Note: Make sure that “Download the files associated with the selected software updates” is UNCHECKED. This is just going to be a list for reporting purposes so we don’t want any patches downloaded.

iv. Click Next
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Click next on the security screen

vi. Click next on the summary screen
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Next you will see a progress screen

viii. Finally click “Close” on the Confirmation screen
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Monthly Software Deployment
This next section will explain how to update your existing Updates List with the latest patches each month. There are several ways to accomplish this task. You could create a new list each month and create a new deployment but that is time consuming and can become complicated. If you follow this method you can use 1 package to update all Microsoft products and it can be used in MDT/ SCCM OSD to get your images up to date. 
You will need to have a monthly search folder so if you do not have one, please follow the direction earlier in this document to create one.

The second Tuesday of each month Microsoft will release its patches. I have found, living on the east coast, the list is usually updated around 3pm EST but some times it is later so I usually wait till Wednesday to update my lists and deployments. This also gives me about 24 hours to know if any issues that have cropped up. Usually if there is going to be an issue you hear about it in the first 24 hours.
Here at OA we built the following structure to deploy patches. This method may or may not work for you.

You will need to create a series of blank base collections that will look like this:
Patch Deployment

(Phase 3


(Phase2



(Phase 1




(Test Group

Under each phase we have a series of collections that contain the agencies and groups that we want patched. Our Phase Collections are blank collections used as place holders when we actually do the deployment. So with each phase we change the collection and tell it to include all child collections. So by the time you reach the top collection all machines are included and with this method you can use maintenance windows and they won’t be interrupted.
The following is an example of a deployment scenario: You have 10 DC’s but you don’t want to take everything down at once so you update 1 DC during your Test group. Two days later you deploy patches to 3 additional DC during phase 1. The next day you deploy to 3 more DC’s during phase 2. Finally you deploy to the remaining 3 DC’s during phase 3.
So your Collection list may look like this:

Patch Deployment

(Phase 3


Servers


Desktops

DC group 3


(Phase2

Servers



Desktops



DC group 2



(Phase 1

Servers




Desktops




DC group 1




(Test Group

Servers





Desktops
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DC test group

Now that you have your collections setup you can start to deploy your patches for the first month.

1. Open your Deployment Management Task that you created earlier and change the collection that it is pointed at from “Blank for staging” to the collection “test group”
2. Make sure that there is a Check in ‘Include Members of Subcollections”.

3. Click OK

Note: you will do this step each time you want to change the phase.

Note: Each month before updating your list be sure to change the collection back to “Blank for staging” to ensure that patches do NOT get released before you are ready.
Updating the Deployment Package with Monthly Updates
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Each month you will need to add the new patches that have been released but if you use the method described in this document you can do it with a few steps. Follow this section for updating your deployment each month.
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Open the Deployment Management Task and change the collection to blank for staging. Click “apply” and close it. This will halt the deployment of patches until you are ready.
2. Open the search folder you created for “Monthly Patches”

a. Select all of the patches. You can drag them to your update list or you can right click and choose add to list. Both methods will start the “Update list wizard”.

b. If you right click 

i. choose update list 

ii. choose update an existing list 
1. Choose the list created earlier. 
iii. Make sure to put a check in: 

1. “Download the files associated with the selected software updates”
c. If you drag the patches to an existing list

i. Make sure to put a check in:

1. “Download the files associated with the selected software updates”

d. Deployment Package

i. Select a Deployment Package

1. Choose the package that was created earlier in this document

e. Choose to download patches from the internet

i. Choose to download software updates from the internet 

ii. click next

iii. Choose the language(s) that need to be downloaded.

f. Click next
g. Click next on Security

h. Click next on Summary

i. Click Finish on Confirmation 
This will download all of the new patches and add them to your deployment. This could take a while depending on how many new patches you selected. Once this is completed you will need to do some clean up. When you look at the Bulletin ID numbers on your patch list you will see an Icon that looks like a little box that will have a colored arrow. You only want green arrows. So you will need to delete any patches that don’t have a green arrow.

Here is a chart that explains each arrow:

Software Update Icons
There are four different colors for the icons used for software updates. The icons can also contain a lock indicating that the software updates metadata was synchronized at a site server higher in the Configuration Manager hierarchy, usually the central site. The properties for locked software updates cannot be modified.

	Icon           
	Icon Name
	Description                                                       
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	Software update icon
	Specifies a normal software update.
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	Expired software update icon
	Specifies that the software update is expired. Expired software updates cannot be deployed.
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	Invalid software update icon
	Specifies that the software update is not valid. This usually occurs when the update file is missing for the software update. To resolve this issue, download the software update to a deployment package.
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	Superseded software update icon
	Specifies a software update that has been superseded by another update.
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	Metadata-only software update icon
	Specifies that the software update consists of metadata only and not an associated update file. Metadata-only software updates are available in the Configuration Manager console for reporting and cannot be deployed or downloaded.


Cleaning up before Deployment
As stated above you will need to clean up your lists before you deploy because you don’t want to deploy expired or superseded patches.
1. Open the updated “Updates List” and scroll to the right. At the end of the window you will find “expired” and “superseded”. 

2. Sort the list by expired first. Delete all patches that have been expired, and then do the same with the superseded patched. Now scroll to the left and you should see only green arrows on your patch list. 

3. Next open the Deployment Management and select your deployment 

a. Then select the software updates list.

i. The first time you do this you will need to add the expired and superseded columns.

1. to add columns right click the title bar and choose view( add/remove Columns. Then choose the needed columns.

b. Repeat step 2 above

i. If the Deployment Management icon is gray or yellow that means that there are expired or superseded patches still in the deployment.

Note: Make sure you refresh each list after you have cleaned it up to ensure that all icons have been updated. If you are working on a child site you may only see green icons with locks even if a patch has been superseded or expired. In this case rely on the columns for accuracy. 

Deployment Icons
	Icon    
	Icon Name        
	Description                                                       
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	Deployment icon
	Specifies a normal deployment.
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	Locked deployment icon
	Specifies that the deployment is locked. This occurs when a deployment is created at a site higher in the Configuration Manager hierarchy and propagated down. A deployment can be modified only from the site from where it was created.
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	Deployment contains expired update icon
	Specifies that at least one software update in the deployment is expired. 

	[image: image9.png]



	Deployment contains superseded update icon
	Specifies that at least one software update in the deployment has been superseded by another update


4. Last open the Deployment Package and select the appropriate package

a. Select the Software updates, repeat step 2

5. Once all 3 lists have been cleaned up you are ready for deployment. 
6. Open your deployment Management Task again and change the collection to your “test group”. Also change the scheduled deployment to a mandatory point in time.
7. After your test window is completed start stepping though your phases.
Note: Remember to always make sure that there is a checkmark in “include members of subcollections.” 

Troubleshooting Patch Management
Troubleshooting Software Updates Issues
· Troubleshooting General Software Updates Issues
· Troubleshooting Software Update Point Configuration Issues
· Troubleshooting Software Updates Synchronization Failures
· Troubleshooting Software Update Deployment Issues
· Troubleshooting Software Updates Client Issues
· Troubleshooting Group Policy Configuration for Software Updates
How to Monitor Software Update Deployments
(Content taken from ConfigMgr help file)

Software update deployments in Configuration Manager 2007 can be best monitored by using the built-in software updates reports. These reports are in the Software Updates - C. Deployment States category in the Reports console tree node. There are two main phases for a deployment: the evaluation phase, when client computers determine whether the software updates in the deployment are required, and the enforcement phase, when client computers report the compliance state for the deployment.

To monitor client evaluation for software update deployments, three main reports should be used. The States 2 - Evaluation states for a deployment report summarizes the evaluation state of client computers for a specified deployment. This report provides information about whether the client computer was able to successfully evaluate the deployment. Then, the States 4 - Computers in a specific state for a deployment <secondary> report can be drilled into to get more information about the client computer within a specified state. Finally, the States 7 - Error status messages for a computer can be drilled into to get all error messages for the deployment on the specific computer.

To monitor client enforcement for software update deployments, three main reports should be used. The States 1 - Enforcement states for a deployment report summarizes the enforcement state of client computers for a specified deployment. This report provides information about the state for installing the updates in the deployment; for example, downloading the update, installing the update, successfully installed the update, and so on. Then, the States 4 - Computers in a specific state for a deployment <secondary> report can be drilled into to get more information about the client computer within a specified state. Finally, the States 7 - Error status messages for a computer can be drilled into to get all error messages for the deployment on the specific computer.
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Note 

	To verify the status of software update deployed to SMS 2003 clients, use the reports in the Software Updates - E. Distribution Status for SMS 2003 Clients category. 


Use the following procedure to monitor software update deployments using reports.

To monitor deployment evaluation

1. In the Configuration Manager console, navigate to System Center Configuration Manager / Site Database / Computer Management / Reporting / Reports.

2. Right-click States 2 - Evaluation states for a deployment, and then click Run. 

3. In the Deployment ID box, click Values to view a list of possible deployments to choose, and then click the deployment. To limit the list, in the Deployment ID text box enter part of the deployment name followed by the percent wildcard, and then click Values.

4. Click Display to view the report. The evaluation states for the deployment are listed with the number of client computers in each state. 

5. Click the Report Link icon in the first column on any row to open the States 4 - Computers in a specific state for a deployment <secondary> report to display the computer information, the last time a state message was received from the client computer, the evaluation state for the deployment, and the error status if one exists.

6. If there are errors, click the Report Link icon in the row that contains the error to open the States 7 - Error status messages for a computer report.

7. After reviewing the report, click Close, and then click Close.

To monitor deployment enforcement

1. In the Configuration Manager console, navigate to System Center Configuration Manager / Site Database / Computer Management / Reporting / Reports.

2. Right-click States 1 - Enforcement states for a deployment, and then click Run. 

3. In the Deployment ID box, click Values to view a list of possible deployments to choose, and then click the deployment. To limit the list, in the Deployment ID text box enter part of the deployment name followed by the percent wildcard, and then click Values.

4. Click Display to view the report. The enforcement states for the deployment are listed with the number of client computers in each state. 

5. Click the Report Link icon in the first column on any row to open the States 4 - Computers in a specific state for a deployment <secondary> report to display the computer information, the last time a state message was received from the client computer, the enforcement state for the deployment, and the error status if one exists.

6. If there are errors, click the Report Link icon in the row that contains the error to open the States 7 - Error status messages for a computer report.

7. After reviewing the report, click Close, and then click Close.

Site Server Log Files
The Configuration Manager 2007 site server log files are found, by default, in <InstallationPath>\Logs. The following table provides the log file names and descriptions.

	File Name 
	Description 

	ciamgr.log
	Provides information about the addition, deletion, and modification of software update configuration items.

	distmgr.log
	Provides information about the replication of software update deployment packages.

	objreplmgr.log
	Provides information about the replication of software updates notification files from a parent to child sites.

	PatchDownloader.log
	Provides information about the process for downloading software updates from the update source specified in the software updates metadata to the download destination on the site server. 
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Note 

On 64-bit operating systems and on 32-bit operating systems without Configuration Manager 2007 installed, PatchDownloader.log is created in the server logs directory. On 32-bit operating systems, if the Configuration Manager 2007 client is installed, and on the synchronization host computer for the Inventory Tool for Microsoft Updates, PatchDownloader.log is created in the client logs directory. 



	replmgr.log
	Provides information about the process for replicating files between sites.

	smsdbmon.log
	Provides information about when software update configuration items are inserted, updated, or deleted from the site server database and creates notification files for software updates components.

	SUPSetup
	Provides information about the software update point installation. When the software update point installation completes, Installation was successful is written to this log file.

	WCM.log
	Provides information about the software update point configuration and connecting to the WSUS server for subscribed update categories, classifications, and languages.

	WSUSCtrl.log
	Provides information about the configuration, database connectivity, and health of the WSUS server for the site.

	wsyncmgr.log
	Provides information about the software updates synchronization process.


WSUS Server Log Files

The log files for WSUS running on the software update point are found, by default, in %ProgramFiles%\Update Services\LogFiles. The following table provides the log file names and descriptions.

	File Name 
	Description 

	Change.log
	Provides information about the WSUS server database information that has changed. 

	SoftwareDistribution.log
	Provides information about the software updates that are synchronized from the configured update source to the WSUS server database.


Client Computer Log Files

The Configuration Manager 2007 client computer log files are found, by default, in %windir%\CCM\Logs. For client computers that are also management points, the log files are found in %ProgramFiles%\SMS_CCM\Logs. The following table provides the log file names and descriptions.

	File Name 
	Description 

	CAS.log
	Provides information about the process of downloading software updates to the local cache and cache management.

	CIAgent.log
	Provides information about processing configuration items, including software updates.

	LocationServices.log
	Provides information about the location of the WSUS server when a scan is initiated on the client.

	PatchDownloader.log
	Provides information about the process for downloading software updates from the update source to the download destination on the site server. 
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Note 

On 64-bit operating systems and on 32-bit operating systems without Configuration Manager 2007 installed, PatchDownloader.log is created in the server logs directory. On 32-bit operating systems, if the Configuration Manager 2007 client is installed, and on the synchronization host computer for the Inventory Tool for Microsoft Updates, PatchDownloader.log is created in the client logs directory. 



	PolicyAgent.log
	Provides information about the process for downloading, compiling, and deleting policies on client computers.

	PolicyEvaluator
	Provides information about the process for evaluating policies on client computers, including policies from software updates.

	RebootCoordinator.log
	Provides information about the process for coordinating system restarts on client computers after software update installations.

	ScanAgent.log 
	Provides information about the scan requests for software updates, what tool is requested for the scan, the WSUS location, and so on.

	ScanWrapper
	Provides information about the prerequisite checks and the scan process initialization for the Inventory Tool for Microsoft Updates on Systems Management Server (SMS) 2003 clients.

	SdmAgent.log
	Provides information about the process for verifying and decompressing packages that contain configuration item information for software updates.

	ServiceWindowManager.log
	Provides information about the process for evaluating configured maintenance windows.

	smscliUI.log
	Provides information about the Configuration Manager Control Panel user interactions, such as initiating an Software Updates Scan Cycle from the Configuration Manager Properties dialog box, opening the Program Download Monitor, and so on.

	SmsWusHandler
	Provides information about the scan process for the Inventory Tool for Microsoft Updates on SMS 2003 client computers.

	StateMessage.log
	Provides information about when software updates state messages are created and sent to the management point.

	UpdatesDeployment.log
	Provides information about the deployment on the client, including software update activation, evaluation, and enforcement. Verbose logging shows additional information about the interaction with the client user interface.

	UpdatesHandler.log
	Provides information about software update compliance scanning, and the download and installation of software updates on the client.

	UpdatesStore.log
	Provides information about the compliance status for the software updates that were assessed during the compliance scan cycle. 

	WUAHandler.log
	Provides information about when the Windows Update Agent on the client searches for software updates.

	WUSSyncXML.log
	Provides information about the Inventory Tool for Microsoft Updates synchronization process. 

This log is only on the client computer configured as the synchronization host for the Inventory Tool for Microsoft Updates.


Windows Update Agent Log File

The Windows Update Agent log file is found on the Configuration Manager Client computer, by default, in %windir%. The following table provides the log file name and description.

	File Name 
	Description 

	WindowsUpdate.log
	Provides information about when the Windows Update Agent connects to the WSUS server and retrieves the software updates for compliance assessment and whether there are updates to the agent components. 
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